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SPECIAL ADDRESSES SUBNET MASKS | IPv4 Address Classes
NetID| Subnet| Host | Examples Description CIDR Subnet mask
1D
0 8 16 24 AN
0 0 0.0.0.0 This host on this n 128.0.0.0 cl Alo NETWORK ‘ HOST (24 bit ‘
%.0.0.0 network (may only be /2 1192.0.0.0 ass (7 bits) (24 bits)
0.0 a source address; /3 224.0.0.0
X.X.0. sometimes used by a 14 | 240.0.0.0 ‘
X.X.X.0 booting host before it 5 | 248.0.0.0
knows its address). 6 | 252000 Class B | 1‘ o| NETWORK (14 bits) HOST (16 bits) |
0 Host |0.0.0.2 The specified host on 7 |254.0.0.0 ‘ ‘
ID this network (may only /8 255.0.0.0
be a source saddress)
/o 1255.128.0.0 Class C | 1‘ 1‘ o| NETWORK (21 bits) HOST (8 bits) |
/10 | 255.192.0.0
127 Any- | 127.0.0.1 Loopback address
thing (local host) /11 1255.224.0.0 ‘ ‘ ‘
/12 | 255.240.0.0
1s 1s | 255.255.255.255) Limited broadcast /13 1255.248.0.0 Class D | 1‘ 1‘ 1‘ °| MULTICAST ADDRESS (28 bits) |
/14 | 255.252.0.0
/15 | 255.254.0.0 ‘ ‘ ‘
Net ID 1s 148.47.10.255 Directed broadcast /116 | 255.255.0.0
Xx.255.255.255 /17 | 255.255.128.0 Class E |1‘ 1‘ 1‘ 1‘ 0| RESERVED FOR FUTURE USE (27 bits) |
X.X.255.255 /18 | 255.255.192.0
X.X.X.255 /19 | 255.255.224.0
120 | 255.255.240 0 OSIl vs. Internet Model Layers
NetID | 1s 1s 148.47.255.255 | All subnets directed /21 | 255.255.248.0
broadcast /22 | 255.255.252.0 Layer 7 Application Away Application
NetID | Subnet |1s | 148.47.10.255 | Subnet directed /23 | 255.255.254.0 : _ PP
ID broadcast /24 | 255.255.255.0 Layer 6 Pizza
/25 | 255.255.255.128
IP ALLOCATION TABLE /26 | 255.255.255.192 Layer 5 Sausage Transport
/27 | 255.255.255.224
Class| Network Range Status Host Range Status 128 | 255.255.255 240 Layer 4 Throw
' ' ' Network
0.0.0.0 Reserved for x.0.0.0 Reserved /29 ) 255.255.255.248 Layer 3 Not
Al default route 001 — /30 | 255.255.255.252 -
XXX Available x.0.0. Available /31 | 255.255.255.254 Layer 2 Data Link Do Link MAC
— N ayer ysical ease
127.0.0.0  Reserved for «.255.255.255 Directed y
internal loopbk broadcast
OSI Model Internet Model
128.0.x.x Reserved [ Xx.0.0 _ Reserved . -
N x.x.0.1 , Straight-Through and Crossover Pinouts
B 128.1.x.x Available 055,254 Available
191.254.x.x | X-X.£99. ) Directed T-568B Straight-Through Ethernet Cable T-568B Crossover Ethernet Cable
191.255.x.x Reserved | X.x.255.255 —
broadcast RJ-45 Plug ] RJ-45 Plug
192.0.0.x _ Reserved X.X.X.0 - Reserved Pl\n ! Pl\n !
192.0.1. x.x.x.1 , ; ;
c X Available 054 Available
253.255.254.x | XXX A Diested i i
223.255.255x  Reserved | X-X.X.255 broadeust Clip s pointed Ciip is pointed
- away from you. away from you.
D 224.00.0 Available | Multicast group addresses
239.255.255.25§
240.0.0.0 ] Reserved | For future use 4
E | 255.255.255.254 \ IHHUSA
Excellence in Information Technology
255.255.255.255 Broadcast ) 7)
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Binary to Decimal and Hexadecimal Conversion

Dec Bin___ Hex Dec Bin___ Hex Dec Bin ___ Hex Dec Bin____ Hex
0 00000000 00 64 01000000 40 128 10000000 80 192 11000000 CO
1 00000001 O1 6 01000001 41 129 10000001 81 193 11000001 Cl
2 00000010 02 6 01000010 42 130 10000010 & 194 11000010 C2
3 00000011 O3 67 01000011 43 131 10000011 83 195 11000011 C3
4 00000100 04 68 01000100 44 132 10000100 &4 19 11000100 C4
5 00000101 05 69 01000101 45 133 10000101 & 197 11000101 C5
6 00000110 06 70 01000110 46 134 10000110 & 198 11000110 C6
7 00000111 07 71 01000111 47 135 10000111 87 199 11000111 C7
8 00001000 08 72 01001000 48 136 10001000 83 200 11001000 C8
9 00001001 09 73 01001001 49 137 10001001 89 201 11001001 C9
10 00001010 OA 74 01001010 4A 133 10001010 8A 202 11001010 CA
11 00001011 OB 75 01001011 4B 139 10001011 8B 203 11001011 CB
12 00001100 OC 76 01001100 4C 140 10001100 8C 204 11001100 CC
13 00001101 0D 77 01001101 4D 141 10001101 8D 205 11001101 CD
14 00001110 OE 78 01001110 4E 142 10001110 8E 206 11001110 CE
15 00001111 OF 79 01001111 4F 143 10001111 8F 207 11001111 CF
16 00010000 10 8 01010000 50 144 10010000 90 208 11010000 DO
17 00010001 11 81 01010001 51 145 10010001 91 209 11010001 D1
18 00010010 12 & 01010010 52 146 10010010 @ 210 11010010 D2
19 00010011 13 & 01010011 53 147 10010011 93 211 11010011 D3
20 00010100 14 8 01010100 54 148 10010100 94 212 11010100 D4
21 00010101 15 & 01010101 55 149 10010101 9% 213 11010101 D5
2 00010110 16 8 01010110 56 150 10010110 9% 214 11010110 D6

00010111 17 §7 01010111 57 151 10010111 97 215 11010111 D7
24 00011000 18 8 01011000 58 152 10011000 98 216 11011000 D8
25 00011001 19 8 01011001 59 153 10011001 99 217 11011001 D9
26 00011010 1A 2 01011010 5A 154 10011010 9A 218 11011010 DA
27 00011011 1B ol 01011011 5B 155 10011011 9B 219 11011011 DB
28 00011100 1C @ 01011100 5C 156 10011100 9C 220 11011100 DC
29 00011101 1D @3 01011101 5D 157 10011101 9D 221 11011101 DD
30 00011110 1E 91 01011110 5E 158 10011110 9E 222 11011110 DE
3l 00011111 1F % 01011111 5F 159 10011111 9F 23 11011111 DF
2 00100000 20 % 01100000 60 160 10100000 A0 224 11100000 EO
33 00100001 21 97 01100001 61 161 10100001 Al 225 11100001 E1
34 00100010 22 %8 01100010 62 162 10100010 A2 26 11100010 E2
% 00100011 23 9 01100011 63 163 10100011 A3 227 11100011 E3
3 00100100 24 100 01100100 64 164 10100100 A4 28 11100100 E4
37 00100101 25 101 01100101 65 165 10100101 A5 220 11100101 E5
38 00100110 26 102 01100110 66 166 10100110 A6 230 11100110 E6
39 00100111 27 103 01100111 67 167 10100111 A7 231 11100111 E7
40 00101000 28 104 01101000 68 168 10101000 A8 232 11101000 E8
41 00101001 29 105 01101001 69 169 10101001 A9 233 11101001 E9
42 00101010 2A 106 01101010 6A 170 10101010 AA 234 11101010 EA
43 00101011 2B 107 01101011 6B 171 10101011 AB 235 11101011 EB
44 00101100 2C 108 01101100 6C 172 10101100 AC 23 11101100 EC
45 00101101 2D 109 01101101 6D 173 10101101 AD 237 11101101 ED
46 00101110 2E 110 01101110 6E 174 10101110 AE 238 11101110 EE
47 00101111 2F 111 01101111 6F 175 10101111 AF 239 11101111 EF
48 00110000 30 112 01110000 70 176 10110000 BO 240 11110000 FO
49 00110001 31 113 01110001 71 177 10110001 B1 241 11110001 F1
50 00110010 32 114 01110010 72 178 10110010 B2 242 11110010 F2
51 00110011 33 115 01110011 73 179 10110011 B3 243 11110011 F3
52 00110100 34 116 01110100 74 18 10110100 B4 244 11110100 F4
53 00110101 35 117 01110101 75 181 10110101 B5 245 11110101 F5
54 00110110 36 118 01110110 76 182 10110110 B6 246 11110110 F6
5 00110111 37 119 01110111 77 183 10110111 B7 247 11110111  F7
56 00111000 38 120 01111000 78 184 10111000 B8 248 11111000 F8
57 00111001 39 121 01111001 79 185 10111001 B9 249 11111001 F9
58 00111010 3A 122 01111010 7A 186 10111010 BA 250 11111010 FA
59 00111011 3B 123 01111011 7B 187 10111011 BB 251 11111011 FB
60 00111100 3C 124 01111100 7C 188 10111100 BC 252 11111100 FC
61 00111101 3D 125 01111101 7D 189 10111101 BD 253 11111101 FD
62 00111110 3E 126 01111110 7E 190 10111110 BE 254 11111110 FE
63 00111111 3F 127 01111111 7F 191 10111111 BF 255 11111111 FF
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Number Conversion Examples

Example: Convert 10010100 . 000010111 . 00111000 . 00001010 to Decimal

10010100 00010111

00111000 00001010

16318421 16318421 16318421 16318421
2426 12426 12426 1 2426
8 8 18 18
: !
128+16+4=148 | 16+4+2+1=23 |  32+16+8="56 E 8+2=10
i ! !
148 . 23 56 . 10
Example: Convert 144.107.220.1 to Binary
L 1L | 11 |
144 107 220 1

170010000 01101011 171011100 0000000O0H1
16318421 16318421 16318421 16318421
2426 2426 2426 2426
8 8 8 8
| Ethernet Addressing Format
8 Bytes 6 Bytes 6 Bytes 2Bytes— 46-1500Bytes — | 4 Bytes
DESTINATION ~ SOURCE | TYPE
| PREAMBLE‘ "ADDRESS ‘ ADDRESS ‘ FIELD‘ DATA FIELD ‘ CRC |

f———— 3Bytess ————+——— 3Bytes ———

DEVICE ID
(Assigned by Vendor)

Organizationally Unique|
Identifier (OUI)

— 8 bits
IG Bit: Individual / Group Address
Left t 0 = Individual Address (Unicast)
eftmos 1 = Group Address (Multicast)
Byte Note: is always 0 for the Source

Address field

UL Bit: Universal / Local Address
0 = Assigned by IEEE
1 = Assigned locally

| Base 10, 2, 8, and 16 Digits |

Decimal | Binary Octal Hexadecimal
0 0000 00 0
1 0001 01 1
2 0010 02 2
3 0011 03 3
4 0100 04 4
5 0101 05 5
6 0110 06 6
7 0111 07 7
8 1000 10 8
9 1001 11 9

10 1010 12 A
11 1011 13 B
12 1100 14 C
13 1101 15 D
14 1110 16 E
15 1111 17 F
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